What are domain names? How can they be protected?

A. Background

One of the most phenomenal technological advances seen in the twentieth century was the growing interconnectivity between computers facilitated through the internet. Over a period of time, there has been an astronomical increase in the volume of information available over the internet, which necessitated a system by which individuals could easily reference the information sought by them. The traditional Internet Protocol (IP) system in which each computer / server was assigned its own unique all numeric IP address (as for instance 40.144.33.43) proved too cumbersome and consumer unfriendly. Consequently, the Domain Name System evolved, in which a unique numeric address (like 60.184.62.51) is matched with a mnemonic domain name (such as ‘onjus.com’), making internet browsing much simpler.

As seen above, domain names are simply the addresses of the Internet. Domain names are divided into hierarchies. The top-level of the hierarchy appears after the last dot ('.') in a domain name. In ‘onjus.com’, the top level domain name is ‘.com’.
 The disputes that arise over domain names involve ‘second level’ domain names. The second level name is the name directly to the left of the top-level domain name in an Internet address. For instance, in the address ‘www.onjus.com’, the second level domain name is ‘onjus’.
B. Interface between Domain Names and Trademarks:

As seen above, the same ‘mark’ can be registered as a ‘trademark’ of different companies (or even the same company), if the mark is connected with different goods or services. Thus, a confectionary company may have a trademark over the word ‘jemms’ and at the same time a company selling precious stones might simultaneously have a trademark over the same word. Further, trademarks are essentially domestic in character viz. the grant of a trademark in one country does not mean that the registered proprietor thereof will automatically secure a trademark in other countries. On the other hand, a domain is a unique address that may be assigned to only a single entity. If the confectionary company mentioned above has registered its domain as ‘jemms.com’, then it is clear that not only will the precious stone company, situated in India not be able to do the same, but all other confectionery / precious stone companies worldwide would not be able to do so.

C. Domain Name Disputes and ICANN

As seen above two identical second level domain names (jemms) cannot coexist under the same top level domain (.com). The rapid growth of the Internet and the increasing use of web sites generated a growing set of disputes between firms asserting traditional trademark entitlements and the registrants of identical or confusingly similar domain names. It was out of this need that The Internet Corporation for Assigned Names and Numbers (or "ICANN"), a non-profit corporation was formed specifically with the intention of providing Internet domain name management services. Under the ICANN policy, several domain name registrars have come up, which assign names on a first-come, first-serve basis.
When a company finds that the domain name corresponding to their corporate name or product trademark is owned by someone else, the company can either choose a different name or fight to get the domain name back from its current owners. The best alternative to pursuing a domain name dispute through the courts is to take advantage of the domain name dispute policies that have been developed by the organizations that assign domain names. The Uniform Domain Name Dispute Resolution Policy created by ICANN is used by all accredited registrars of domain names. Under this policy, a trademark owner can initiate a relatively inexpensive administrative procedure to challenge the existing domain name. In order to prevail, the trademark owner must show: 

1. that the trademark owner owns a trademark (either registered or unregistered) that is the same or confusingly similar to the registered second level domain name; 

2. that the party that registered the domain name has no legitimate right or interest in the domain name; and 

3. that the domain name was registered and used in bad faith. 

If the trademark owner successfully proves all three points in the administrative proceeding, then the domain name can either be cancelled or transferred to the prevailing trademark owner. 

D. Domain Names In India

India has been a relatively slow starter on the scenario of Internet. Internet services were started in India by Videsh Sanchar Nigam Limited (VSNL) in 1995. However, it was only in 1997 & 1998 that awareness about the Internet grew. As of today, lakhs of domain names have been registered by Indians. With this increasing number of domain name registrations, the number of domain name disputes grew as well. In order to streamline the resolution of these disputes, India adopted the Indian Domain Name Dispute Resolution Policy in 2005. This Dispute Resolution Policy provides a comprehensive single step solution to settle domain name disputes
 and has been widely regarded as an efficient means of resolving such disputes.

This Policy sets out the terms and conditions to resolve a dispute between the Registrant i.e. the holder of the domain name and the Complainant i.e. the person or organisation that complains against the registrant, arising out of the registration and use of the internet domain name. It provides that any person who considers that a registered domain name conflicts affects his rights may file a complaint to the Registry on the following grounds:
(i) the Registrant's domain name is identical or confusingly similar to a name, trademark or service mark in which the Complainant has rights;

(ii) the Registrant has no rights or legitimate interests in respect of the domain name; and

(iii) the Registrant's domain name has been registered or is being used in bad faith.
The Registrant is required to submit to a mandatory arbitration proceeding in the event that such a complaint has been filed.

The IDRP has, by and large proved to be successful, with several decisions being passed against foreign cyber squatters as well.
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� The ‘.com’ name is the most 'common top-level domain name, and is used to indicate that the domain name is owned by a commercial enterprise. Other common top-level domain names include .ORG (for non-profit organizations), .NET (for network and Internet related organizations), .EDU (for four-year colleges and universities), and .GOV (for government entities). In addition to these generic domain names, each country has been given a unique top-level domain name. For instance, .CA indicates a domain in Canada, and .IN indicates an Indian domain.


� This problem however is mitigated to an extent when country-specific domain names are used. Thus if the domain name registered is ‘jemms.co.in’, it will bar other companies in India from registering the same domain name in India, but will not in any way affect the registration of ‘jemms.ca’.


� The policy however applies only to those websites whose top-level domain is ‘.in’.





